Cybersecurity
Social engineering is an attempt to cheat people so that they give up secret information.  The criminals are trying to cheat or scam you to blackmail you into giving personal information or accessing someone's computers to install some programs, which will help them gain access to your private information like passwords, and having control of your computer. There are some frequent attacks that social engineers apply to defraud victims these are,
1.	Quid pro Quo
It is an attack the promises a reward in exchange for information. The typical attack of this type is fraudsters impersonate the U.S. security Administration. These attack personnel contacts untargeted people randomly. They lie to victims that their computers have detected a risk like someone is trying to access their information and blackmail them to send personal securities like passwords to help them or confirm is they are the owners.  Those unaware can disclose their knowledge, and they lose their properties mostly money as the attackers withdraw from their account since they will have gotten the passwords.  
Tailgating
Someone who you are not aware of can follow you to restricted areas; they impersonate the area, wait for you outside the building, and attack you. They can use a driver to attack you or fellow employees who give them directions on how to attack you by disclosing your information.
Pretexting
This type of social engineering is whereby the attacker's target is developing the best pretext, which they apply to try to steal from the victims' data. In this type of attack, the tracker usually asks for some bit of data from their target to be sure of their identity. They steal the intended information that they use to commit a crime. Pretexting attacks depend on the building, which is a false sense of trust with the affected. It requires the criminal to construct a good story that the target victim can less doubt.
Phishing
The phishing scams have three main objectives to accomplish on their attacks,
Acquire personal information like address, passwords, and names
Bring fear, sense of urgency, and threats with the view to manipulate the user into answering faster.
Apply the use of misleading links that directs the user to unprotected websites that do phishing-landing pages.
Baiting
[bookmark: _GoBack]Baiters may cheat the victims to disclose their login information.  These types of social attackers try to use free movies or music downloads to track the target individuals to publish their credentials. They can also use physical media to exploit human beings. For example, Om 2018 Krebs-On-Security were involved by an attack campaign targeting the nation and the internal government bodies in the United States. They aimed to lie to the state to help to load CD which their objectives were to infectors their laptops and computers with malware.




Social Engineering Recommendations
The institutions who need to avoid social engineering should be aware of the following awareness which are security training programs that will secure the users from been affected with social engineering schemes;
•	Do not disclose your credentials to anybody despite how good they appear to be.
•	Avoid opening your emails from computers of untrusted sources and try to seek assistance from a friend when you suspect suspicious email information from unknown people.
•	Ensure your device is always shut down whenever you are away.
•	Buy anti-virus software; these can help your computer protect some information from been accessed by someone.
•	Adhere to the policies of your company to learn which people are allowed into the building so that you do not allow every person to access the building; this will reduce social engineering attacks.
